The Sarbanes-Oxley Act (SOX) was passed to improve corporate responsibility through measures that strengthen internal controls and increase accountability. We hypothesize that companies reporting internal control weaknesses will have weaker financial performance because of the required expenditures to correct internal control weaknesses and disruptions to operations. Next, we hypothesize that the impact size on financial performance varies with the categories of internal control weaknesses. In particular, we distinguish between information technology (IT) controls and other controls. We also investigate whether IT governance mechanisms reduce the likelihood that firms will report material IT control weaknesses and thereby contribute to firm financial performance.
Introduction
The Sarbanes-Oxley Act (SOX) was enacted in the United States to improve corporate responsibility through measures that strengthen internal controls and ultimately increase accountability. In the first year of reporting on internal control in accordance with SOX 404, more than 14% of the companies reported material weaknesses and a very large number of significant but not material weaknesses. Several studies have reported negative stock price reactions to the disclosures of internal control deficiencies (Beneish et al. 2005; De Franco et al. 2005; Hammersley et al. 2005; Ogneva et al. 2005) . These results imply that the capital market believes that the internal control quality of firms reporting internal control deficiencies is below its optimal level. However, to correct this, requires an allocation of resources to internal control remediation rather than operations, leading to a decline in financial performance. Such a decline would be particularly pronounced for firms with more severe internal control issues. We address this issue directly as described below.
We hypothesize that companies that report internal control weaknesses in a period will have weaker financial performance due to the expenditures required to rectify those internal control weaknesses and ancillary repercussions such as disruptions to operations, the distractions that internal control weakness remediation creates for management and the Board and fees to professional advisers and auditors. Next, we hypothesize that the size of the impact on financial performance varies with the categories of internal control weaknesses. In particular, we distinguish between information technology (IT) controls and other controls.
Financial reporting processes, the subject of SOX 404 audits, depend on IT systems in most businesses. Maintaining IT controls can significantly affect the cost of complying with SOX 404 because of their complexity, pervasiveness and dependence on personnel with specialized skills. This increases the costs of compliance but may lead to deterrence, prevention, early detection and correction of IT control weaknesses and can thereby contribute to operating efficiencies. It can also contribute to audit efficiencies and thus reduce costs of auditing. PCAOB Auditing Standard No.2 recognizes the special nature of IT controls and allows auditors to use a benchmarking strategy when there are effective IT general controls in place (PCAOB 2005) . The PCAOB's rationale reflects the view that automated application controls once properly defined and implemented should perform more effectively and more continuously than controls that are subject to human error (Weidenmier and Ramamoorti 2006) .
As a result, companies involve IT specialists on their SOX 404 compliance teams to ensure that IT general controls and applications controls exist and support the compliance effort's overall objectives. However, when IT control weaknesses exist, the costs of remediating them can be significant because IT control weaknesses may be more difficult and more time-consuming to remediate than other control weaknesses. In addition, overall costs of auditing can increase as auditors investigate whether the material control weaknesses permitted material misstatements to occur.
Our study identifies all companies reporting IT control weaknesses during 2004 and 2005 and matches those companies with companies that are similar in industry and size that do not report any control weaknesses as well as companies that report material non-IT control weaknesses, and compares the financial performance of the three sets of companies. We measure financial performance using measures such as Profitability (measured by Return on Assets and Return on Sales) and Growth (measured as the percent change in sales from one year to the next calculated by dividing net sales by the inventory, accounts receivable, and total assets).
We control for other variables that can affect financial performance. In particular, we control for audit fees because they themselves can detract from financial performance and have been found to be particularly high in companies with internal control weaknesses (Raghunandan and Rama 2006) and IT control weaknesses (Canada et al. 2006 ).
We also consider the specific IT control weaknesses identified by SOX 404 audits in 2004 and 2005 to determine which ones have the greatest impact on financial performance. Some weaknesses could be indicators of broader IT governance weaknesses (i.e., misalignment of IT strategy and business strategy and inadequate control over the entity's portfolio of IT investments). Since IT expenditures represent more than 50% of companies' capital budgets and about 4% of company revenues (Weill and Ross 2004) weaknesses in IT governance could significantly impact a company's expenditures as well as its competitive position and its bottom line. In contrast, IT governance strengths can reduce the likelihood of material weaknesses in IT controls and reduce the negative impact of such weaknesses on financial performance of companies reporting such weaknesses compared with similar companies reporting no control weaknesses at all or companies reporting non-IT control weaknesses.
This study is the first to examine the relationship between having material IT control weaknesses in internal control over financial reporting (ICOFR) and financial performance after controlling for the impact of other variables including the significant audit fees incurred by companies with control weaknesses. In addition, this study documents the impact of IT governance on the likelihood of reporting material IT control weaknesses, documenting the significant association between effective IT governance, the effectiveness of IT controls in the financial reporting process and superior financial performance. This paper is organized into five sections. The next section reviews IT internal control research and develops our hypotheses. The third section outlines the sample selection and research methods. The fourth section reports our results. The final section presents a summary with conclusions, limitations and recommendations for future research.
Theoretical background and hypotheses development
The value of ICOFR is acknowledged by many stakeholders. This value relates to a combination of several factors in addition to the enhanced reliability of financial statements that is the objective of SOX 404. These factors include favourable impacts on firm financial performance associated with lower regulatory compliance costs, improved operations and lower professional fees. However, maintaining effective internal control can be very costly. It is important to recognize that the investment in internal control and the ancillary processes required to document it, evaluate it and report on it are subject to managerial discretion and can be affected by management's compensation scheme (Boritz and Zhang 2006) . Thus, it is possible that if such costs are too high, management may choose to tolerate internal control weaknesses to avoid the cost of remediating those weaknesses and the negative impact of such costs on financial performance and compensation. This would be particularly the case if the weaknesses were of a type that the markets had little interest in. For example, despite being subject to internal control audits under FDICIA Act regulations since 1991, 59% of financial institutions that responded to a Standard & Poor's (2005) survey had significant deficiencies in internal control over financial reporting identified by the SOX Section 404 audit, although few material weaknesses in 2004.
1 The two most commonly reported significant deficiencies were related to controls over initiating, authorizing, recording, processing and reporting significant accounts and disclosures and deficiencies in IT controls, occurring in 57% and 40% of respondents reporting significant deficiencies, respectively (Standard and Poor's 2005) . In other words, it appears that some of the reported internal control deficiencies (ICD) existed for some time, despite the FDICIA requirements, and had not been remediated. Presumably, management considered the cost of remediating those deficiencies to exceed the benefits of doing so.
The focus of this study is a special class of internal control deficiencies, namely material IT control weaknesses. As noted previously, IT controls are special because they require special knowledge and skill and are more costly to implement, monitor and audit. The next section focuses on IT controls.
IT controls
A material weakness is a significant deficiency, or combination of significant deficiencies that results in more than a remote likelihood that a material misstatement of the annual or financial statements will not be prevented or detected, as defined by the public Company Accounting Klamm and Watson (2007) investigate the impact of IT on the misstatement generation process, using COSO to categorize systems and non-systems related internal control weaknesses for a sample of firms.
In addition to their knowledge and skill requirements, IT controls pose a special set of difficulties because COSO does not contain detailed IT control criteria and has needed to be supplemented by criteria drawn from other frameworks, for example, COBIT (ITGI 2006).
However, since frameworks such as COBIT were not designed for providing assurance on ICOFR, there is a significant potential that they will lead to costly internal documentation, compliance procedures and auditing because of the need to deploy more complex controls and more expensive human resources possessing the skills to address such controls. Such costs can hurt company financial performance. Thus, management could be tempted to delay or limit investments in improving IT controls to avoid the negative impact on financial performance. governance and may not be the best users of IT. Not only will such firms have lower levels of financial performance than firms without material IT control weakness but they may also have lower financial performance because of increased costs or lower revenues associated with weaknesses in their IT system's ability to support managerial decision making and the entity's business strategy.
The financial impact of IT control weaknesses provides the basis for our first two hypotheses:
HYPOTHESIS 1. Firms with material IT control weaknesses have lower levels of financial performance (i.e., return on assets, return on sales, and growth rate) than firms without IT control material weakness.
HYPOTHESIS 2. Firms with material general IT control weaknesses have lower levels of financial performance (i.e., return on assets, return on sales, and growth rate) than firms with other material control weaknesses.
IT governance
As noted previously, IT investments represent a significant proportion of most companies' capital outlays. These investments represent strategic resources to those companies that need to HYPOTHESIS 4. Firms with better IT governance have higher levels of financial performance (i.e., return on assets, return on sales, and growth rate) than firms with less effective IT governance.
HYPOTHESIS 5. Firms with more IT knowledge in their top management ranks have higher levels of financial performance (i.e., return on assets, return on sales, and growth rate) than firms with lower levels of such IT knowledge.
HYPOTHESIS 6. Firms with IT governance mechanisms (IT strategy committee, CIO) have higher levels of financial performance (i.e., return on assets, return on sales, and growth rate) than firms without such mechanisms.
Method

Sample selection
We obtained our data from the Audit Analytics database, which derives SOX 404 management assessment and auditors' opinions on ICOFR from companies' Form 10-K filings. We identify 937 companies (474 companies [Insert Table 1 ] followed by machinery, electronic, and other equipments industry, then by finance, insurance and real estate industry).
Distribution of sample
[Insert Table 2 ]
Matched sample process
Companies that report internal control weaknesses in a period could have weaker financial performance due to the expenditures required to rectify those internal control weaknesses and ancillary repercussions such as disruptions to operations, the distractions that internal control weakness remediation creates for management and the Board and fees to professional advisers.
The exception to this expectation would be if the costs of addressing control weaknesses could be diverted into operations that improve financial performance, in which case companies with material weaknesses could actually report better financial performance than would otherwise be expected.
Following the recommendation of Srinivasan (2005) 
IT control weaknesses (ITWEAK)
Appendix A lists the 20 IT control weaknesses that were identified in the sample of companies with IT control weaknesses and Appendix B lists the 15 material non-IT weaknesses identified by the companies in our sample. These weaknesses vary in terms of their impact. For example, general controls (security, acquisition and development, operations) and application controls could vary in terms of their impact because general controls would have more pervasive effects and would be more complex and time-consuming to remediate and could require the involvement of more costly human resources, which would have a more significant impact on financial performance than application control weaknesses. In addition, general control weaknesses could be an indicator of IT governance weaknesses and we would therefore expect them to have a larger impact on financial performance. Regressing the 20 material IT control weaknesses on financial performance using a variation of Model (1) finds that security is the only one that is statistically significantly (p<0.01); in addition, IT testing/monitoring segregation of duties and the lack of data conversion are marginally significant (p<0.1). The significance of security is important because it is in the category of general controls. As noted previously, general controls have pervasive impacts, and are harder and more costly to remediate.
IT governance
We consider two proxies for the effectiveness of IT governance: 1) availability of IT Knowledge by non-IT management in the top ranks of the company and its board and 2) utilization of IT governance mechanisms. We obtain information on the IT knowledge possessed by top management and board and the availability of IT experts by reading and coding the proxy documents filed by the companies that contain information on their executive and board members' IT related backgrounds on the SEC's Edgar database.
IT Knowledge is measured by the percentage of top executives (i.e., CEO, CFO, COO, and other top-management team members) and board members who have IT in their backgrounds; we use two separate variables one for the management (MGMTIT) and one for the board (BOARDIT).
IT Governance Mechanisms is measured by two variables, the presence of an IT strategy committee (ITSTRAT) and the length of the CIO's tenure (CIOYR).
Control variables
Based upon recent studies of the determinants of material internal control weaknesses, we control for the effects of known factors that are associated with material control weaknesses:
client financial condition, client growth, client auditor changes, client audit fees, client business complexity, and client business restructuring (Doyle et al. 2005; Ashbaug-Skaife et al. 2005; Ettredge et al. 2006; Li et al. 2006 ). In addition, we also include an indicator variable to capture governance effects related to having a CEO that also serves as the chairman of the board, since prior studies provide evidence that CEO chairs negatively affect the board's monitoring function, although the results are not consistent (Alexander et al.1993; Dechow et al. 1996; Li et al. 2006) .
Of particular importance is our control variable for audit fees (AUDFEE). Canada et al. (2006) report a significant association between IT control weaknesses and audit fees. They attribute this to the pervasive impact of IT controls. The impact of IT control weaknesses on audit fees is so high that this factor by itself could significantly affect the financial performance of our sample companies. Since we are interested in the impact of IT control weaknesses on financial performance over and above the impact of those weaknesses on audit costs, we control for the magnitude of audit fees in our models.
[Insert Table 3 ]
Financial performance measurements (FP)
We examine financial performance using measures such as Profitability (measured by Return on Assets and Return on Sales) and Growth (measured as the percent change in sales from one year to the next calculated by dividing net sales by the inventory, accounts receivable, and total assets).
Profitability
Return on investment (ROI), return on equity (ROE), and return on assets (ROA) are all closely related and widely accepted profitability measures used by internal management and external analysts to evaluate performance. ROA is used in this study because it measures a firm's ability to generate profits from assets without regard to how those assets are financed (Brown et al. 1995; Dehning et al. 2006) . In this sense, it is a more comprehensive measure; therefore, it is more appropriate than the other two for evaluating IT related material weakness. We also report results for a second measure of profitability, return on sales (ROS) which is consistent with a price down/cost down logic used by many firms (Brown et al. 1995; Dehning et al. 2006 ).
Operating ROA equals operating earnings before depreciation divided by total assets, and operating ROS equals operating earnings before depreciation divided by sales revenue. We adopt operating measures of performance because we expect IT related material weakness to affect operations, and not non-operating items included in net income (i.e., interest income and expense, taxes, unusual write-offs and discontinued operations and extraordinary items).
Growth
One of reasons for investing in effective IT governance is to support and facilitate growth.
Similarly, if investments in IT can foster growth either directly or indirectly through effective IT governance, then it is expected that firms with effective IT governance would exhibit more growth than other firms in their respective industries. Growth is measured as the percent change in sales from one year to the next calculated by dividing net sales by the inventory, accounts receivable, and total assets.
Research models
In order to test our hypotheses, this study relies on three key regression models as described
below. First, model (1) measures the impact of material IT Weaknesses on Financial
Performance. FP = β 0 + β 1 ITWEAK + β 2 BIG4 + β 3 CEOCHAIR + β 4 LEVERAGE + β 5 LOSS + β 6 GROWTH + β 7 AUDCHG + β 8 AUDFEE + β 9 ARINVEN + β 10 SEGMENT + β 11 RESTRUCTURE + e
The following model (2) measures the impact of IT Governance on material IT control weaknesses. ITWEAK = β 0 + β 1 MGMTIT + β 2 BOARDIT + β 3 CIOYR + β 4 ITSTRAT + β 5 BIG4 + β 6 CEOCHAIR + β 7 LEVERAGE + β 8 LOSS + β 9 GROWTH + β 10 AUDCHG + β 11 AUDFEE + β 12 ARINVEN + β 13 SEGMENT + β 14 RESTRUCTURE + e
Model (3) measures the impact of IT Governance on Financial Performance over and above the impact on material IT control weaknesses. FP = β 0 + β 1 ITWEAK + β 2 MGMTIT + β 3 BOARDIT + β 4 CIOYR + β 5 ITSTRAT + β 6 BIG4 + β 7 CEOCHAIR + β 8 LEVERAGE + β 9 LOSS + β 10 GROWTH + β 11 AUDCHG + β 12 AUDFEE + β 13 ARINVEN + β 14 SEGMENT + β 14 RESTRUCTURE + e (3) Tables 4 and 5 [Insert Table 4 With respect to control variables, material IT control weakness companies are less likely to be clients of Big 4 auditors, are more highly leveraged, report more losses, have lower growth rate, are more likely to experience auditor changes, report higher audit fees, and are more likely to have organizational restructuring.
Results
Descriptive statistics and univariate analysis
[Insert Table 5 ] Marquandt 1980; Gujarati 1995) . Our examination of the standard errors and size of the coefficients also shows that they are not sensitive to the inclusion or exclusion of the highly correlated variables, indicating multicollinearity is unlikely to be problematic (Hosmer and Lemeshow 1989) .
Correlation analysis
[Insert Table 6 ] Regression analysis for model (1) [Insert Table 7 ]
Logistic regression analysis for model (2) [Insert Table 8 ] Overall, Table 9 shows that financial performance as measured by ROA, ROS and [Insert Table 9 ]
Regression analysis for model (3)
Conclusions, limitations and recommendations for future research
In this study, we investigate the impact of material IT control weaknesses on financial performance and the impact of IT governance mechanisms on both the incidence of IT control weaknesses and financial performance. The results show that material weaknesses in IT controls are associated with poorer financial performance on the part of those companies reporting such weaknesses compared with similar companies reporting non-IT control weaknesses or those not reporting any weaknesses at all. We also find that the impact on financial performance is primarily associated with general control weaknesses related to security controls which are comparatively pervasive and more difficult to correct than other IT control weaknesses. We also found a difference in the average total audit fees for companies with material IT control weaknesses compared with companies ($3,895,794) without control weaknesses ($1,567,894). The impact of IT control weaknesses on audit fees is so high (increased by 33.24%) that this factor by itself can significantly affect financial performance.
ROA2004 ROA2005 ROS2004 ROS2005 Growth2004 Growth2005
Compared to companies with effective controls, companies with material IT control weaknesses have less IT-knowledgeable managements (-23%) and boards (-18.98 ) and weaker We cannot rule out the possibility that poor financial performance could cause a company to underinvestment in IT governance and controls. To improve controls would require expenditures that could hurt profitability but this would be partly or fully offset by reductions in audit fees and improvements in financial performance associated with improvements in governance.
Another limitation of our study is that it does not extend to the market value impact of the financial performance effects due to IT control weaknesses. As noted in the introduction, some weaknesses may not be as important to capital markets as others, so it is possible that management could be tolerating control weaknesses in the short run in order to use the resources that would be used to remediate the weaknesses for investments in productive activities that improve shareholder value even though they hurt the current financial performance of the company. Based on our research, we cannot rule out this possibility definitively, although we can point to the fact that the weaknesses most strongly associated with the negative performance of the companies in our sample relate to security control weaknesses and other general control weaknesses. Research by Campbell et al. (2003) In addition, the FDICIA required the institution's independent accountant to attest to management's assertions contained in the report, and it required an independent audit committee.
2. The COSO framework identifies five major components and related sub-components of internal controls:
a. Control environment is defined as the foundation for all of the other control components, including the integrity, ethical values, competence, philosophy, and operating system of the firm's managers and employees. b. Risk assessment is the identification, analysis, and management of (operating, economic, industry, regulatory) risks that may prevent a firm from achievement its objectives. c. Management implements control activities to mitigate the identification risks.
Control activities include segregation of duties, approvals, reviews, reconciliations, and authorizations. d. Information and communication refers to the timely capture and dissemination of pertinent information on internal and external events (horizontally and vertically) throughout the organization's value chain, thus, including communication among and between management, employees, suppliers, and customers. e. Monitoring is management's continual evaluation of the effectiveness of the other internal control components.
3. The duplicate companies reported IT weaknesses in each year, indicating either the difficulty of remediating those weaknesses or management's desire to avoid the remediation costs that would be incurred to remedy those weaknesses. 
